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Origin, Mission and Concept

of CCHIT
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Origins of CCHIT

Goals and Strategies of HHS’s Framework for Strategic Action

Goals Strategies®
1. Incentivize EHR adoption
Goal 1: Inform clinical practice with 2. Reduce risk of EHR investment
the use of electronic health records 3. Promote EHR diffusion in rural and und
(EHR) areas

Goal 2: Interconnect clinicians so that
they can exchange health information
using advanced and secure electronic Develop a national health information netwo
communication Coordinate federal health information system

1. Foster regional collaboration

2

3.
Goal 3: Personalize care with 1. Encourage use of personal health records

2

3

consumer-based health records and Enhance informed consumer choice

better information for consumers Promote use of telehealth systems

Goal 4: Improve public health through

advanced biosurveillance methods and 1. Unify public health surveillance architectures
streamlined collection of data for 2. Streamline quality and health status monitoring
quality measurement and research 3. Accelerate research and dissemination of evide

Source: FFS. Private sector certification

. 7“ Phase | strategies are shown in bold type.
\ of HIT products — a key
Thé Certification Commission aCtI on I N th e Fram ework
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Founding of CCHIT

 Founded by three HIT associations:

e American Health Information Management Assoc (AHIMA)

« Healthcare Information and Management Systems Society
(HIMSS)

e The National Alliance for Health Information Technology
(Alliance)

e Formed panel to nominate first
Commissioners

 Provided seed funding and resources
» First official meeting Sept 14, 2004

\
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Broadened Funding Support

» Unrestricted grants, $110k total, from:

e American Academy of Family Physicians (AAFP)
e American College of Physicians (ACP)
 Hospital Corporation of America

e McKesson

e Sutter Health

e United Health Foundation

 WellPoint Health Networks, Inc.

e Grants supporting testing development,
$215K total

e California HealthCare Foundation

\
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Mission of CCHIT

| To accelerate the adoption

of robust, interoperable HIT
throughout the US healthcare system,
by creating an efficient, credible,
sustainable mechanism
for the certification of HIT products.

\
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Guiding Principles

e Timeliness
 Need decisive private-sector action now

e Value

e Deliver value for all key stakeholders and the larger
nealthcare community

e Process must be efficient and not add net costs
e Integrity
e Operate in credible, objective, transparent manner

« Certification must be objective, laboratory verified to
the greatest extent practical

\
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Key Points to Clarifty

| e Product Certification is different from:
e Organizational Accreditation

e Professional Certification

e Certification is binary, i1.e. “pass/fail”
e Not a subjective, comparative rating system
e Competition and innovation can thrive “above the line”

 Voluntary process
 |nitial requirements must be market reality-based

» A forward-looking requirements roadmap provides the

best means to influence market direction
\
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Standards and Certification Create
“Tipping Points” for New Technologies

| . The IBM-standard PC
i o launched the personal

= computing revolution

QUL

. —
A
e . -
S e e ‘ \
.&j"""“'.m-tﬂ

The Ethernet /13
networking standard
gave PC’s connectivity

Wi ()]

CERTIFIED

The Wi-fi standard
made it wireless

\
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How Product Certification
Can Accelerate HIT Adoption

 Increase the confidence of providers to
Invest in and adopt HIT

e Facilitate interoperability of HIT
products within the emerging national
health information network

e Enhance the availability of HIT adoption
Incentives from public and private
purchasers/payers

\
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The HIT Adoption Deadlock

Can’t offer incentives
unless benefits and
interoperability of EHRs
are assured

Payers/Purchasers

HIT Vendors Providers

Can’t bring down Hesitant to buy HIT until
costs until provider costs and risks are lower
adoption accelerates and/or incentives higher

\
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Breaking the Deadlock

Beneficial effects and
Interoperability assured,
unlocking incentives

Payers/Purchasers

N
WW
opt

e

IT Vendors Providers
Growing market Reduced risk and
attracts investment, availability of incentives
lowers costs accelerates adoption

\
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Key Stakeholder Relationships

HIT Users --
Providers and
Provider Organizations

HIT Vendors

Payers with Incentives
for IT Adoption or
IT-Enabled Quality

HIT Standards
Organizations

Information on market & needs

o | 4

Increase confidence in investment

|
[ §

Information on current and
future state of products
Accelerate market; roadmap of
future expectations

q
A

Commitment to incentives
for certified products

|

Assurance that certified producté,
properly deployed, can deliver results

Standards against which
compliance can be tested

d | 4

Feedback on current standards;
drive development of new standards

Certification
Commission

\ Additional Stakeholders: consumers, public health, research, quality org’s

The Certification Commission

for Healthcare Information Technology
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Organization of CCHIT

o

\
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CCHIT Organization

Business | CCHIT
Operations Commissioners
Committee
|
Program
Management
Team |
Work Group: Work Group: Work Group: | | Work Group:
Functionality Inter_—_ Sec_urit_y & Certification
operability Reliability Process

Work Group: Use Case and Test Plan

\

The Certification
for Healthcare Information Technology

Commission

- Vendor Associations

- Provider Organizations

- Others

- Payer/Purchaser Organizations
- Standards Development Organizatiq
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Stakeholder Balance and Diversity
on the Commission and Work Groups

Commission Work Groups
e 2 —4from each key e Open Call for Participation
stakeholder group: - 275 applicants
* Providers - Commissioners ranked by
e Vendors qualifications then adjusted for
e Purchasers/payers/coalitions stakeholder balance
e 2 — 4 total drawn from other * Co-Chairs
stakeholders: e Two Co-Chairs
« Government (ex-officio, e Must represent two different
nonvoting) stakeholders
e Standards development e Members
organizations (e.g. HL7) e 8 — 10 members
e Others, e.g. healthcare - Qualified experts

consumer advocates, etc. o Diversity of backgrounds

\
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Scope, Timeline,
and Deliverables

—
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Scope, Deliverables,
and Timeline

| e Initial scope
e Certify EHR products for physician offices

and other ambulatory care settings
e Deliverables:
e Operational capability for certification

 Roadmap forecasting future certification
plans 1-2 years ahead

e Timeline

 Pilot process ready in September 2005
\
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Certification Roadmayp Concept

EHR
Product

Attributes Current Year

1 Year Ahead

2 Years Ahead

Final 2005

Functionality Requirements

Forecast 2006
Requirements

Forecast 2007
Requirements

Final 2005

Interoperability Requirements

Forecast 2006
Requirements

Forecast 2007
Requirements

Security Final 2005
& Reliability Requirements

Forecast 2006
Requirements

Forecast 2007
Requirements

\
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Timeline
(Subject to adjustment)

2005

April May June July Aug Sept Oct Nov Dec

April 18 -- Publish Phase | interim work product for comment
Phase | Public Comment Period April 18 — May 18
“Town Calls” April 21-27

July 11 — Publish Phase Il interim work product for comment

Phase Il Public Comment Period July 11 — Aug 11
“Town Calls” July 11 - 25

Sept -- Publish 2005 pilot test requirements
Pilot test of certification process

Publish final
requirements
Begin certifying
products

TODAY

\
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Description of Project Phases

| e Phase | — Data Gathering
e Phase | Public Comment period

e Phase Il — Draft requirements

e Phase Il Public Comment period
 Finalize reguirements and begin pilot test
 Publish final requirements and roadmap
e Launch product certification

\
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Process for Development of
Certification Criteria

—
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Work Group Process

Phase I: Gather Data

Phase 1I: Finalize Requirements

Practicality
of
-\ certification

The Certification Commission
for Healthcare Information Technology

A A
4 N7 A\
| Avaicljablde Certification Regm’ts
Standards for 2005
e (= PI :> Requirement X
Element X |
Priority as — _
seen by Certification
stakeholders Eler_ngnt Roadmap 2006-2007
| Decision | 2006 2007
Availability Process -1 Future X
in the see next slide)
marketplace

Do not certify X
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Element Decision Process

Essential

Essential in
the Future

Priority

Optional

\

Widely Available

Availability

Available in
2006 or 2007

Availability
Uncertain

Certify in 2005

Consider for
2006-07 roadmap

Do not certify

Consider for
2006-2007
roadmap

Consider for
2006-2007
roadmap

Do not certify

Do not certify

Do not certify

Do not certify

The Certification Commission
for Healthcare Information Technology
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Overview of Work Products
and Public Comment Process

—

\
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Phase | Work Products on Website
(Note: Comment period Is now closed)

WWW.Cerit.org

( The Certification Commission

for Healthcare Information Technology

Home
About CCHIT
Fress Heleases
COmmissioners
commission Minutes
Wiork Groups

I FPublic Comment on Phase 1

Plﬁ. Comment on Phase 2

\

The Certification Commission
for Healthcare Information Technology
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2|

Instructions for reviewing the Phase | interim work products and
submitting public comment

The CCHIT Phase | interim work praducts are available here far your review. Click
on any the links below ta view a document online, or right-click and select "Save
Target As. " to download the file {in Adobe PDF format) to your computer far
offline review.

Functionality Wark Group: Overview and Spreadshegt

Interoperability YWark Group: Cverview and Spreadsfk"
security & Heliahility YWark Group: Qverview and Spre
Certification Process Work Graup: Owerview ]

Cpen
Cpen in Mew Window

Save Target As, ..

Print Target
After reviewing the documents, click here to submit your cor
instructions will be found in the onling cormment submission
your interest! [

Zopy Shortcut

&dd ta Favorites, ..

le 27
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Functionality Work Group
Spreadsheet — Left Portion

CCHIT Functionality Work Group Phase |

Priaritlas (L M_H]

Source
{map fa
Ling # Criterlon Hams WG Criterion Deecription etonciard
SOUTGE) -
Praviders Vengors | FEEN PUrchasers other
1 gentify & maintain @ patient  [Funct [Wey lgentifving Information 16 storad and Inked to e0C.1 .11
recond patient recars. Both stalic and dynamic data
] elzmants wil be malntained. A 10K Up fUNCEon UBES
this Infarmation to unlguely Identfy the patient.

3

4

5

d40IN

T Manage patlent demographice [Funct [Contact Information Including addresses & prone  [DC.1.1.2 These dala Theee Inohidual data
numBers, as well 38 key demaographic Information glements are glements ars nesdso
8 such 38 dale of birth, gerder, and oner Information necagEany for far [racking dlspanties
Iz stored & malniained for reporing purposes and fof getermining needed n care, trends In
g the prosisian of cane. care, contacting the digease patiems with
patient reglonal varation, and
nalp lzenility potentia
10 zvents rzlated to
phaterrarism. Age |5
1" needad to Tack

appropriats neamn
SEMVICES BUCH 35

12 Manage summary lists Funct [Patient summary 5% can be created from patlent  [DC.1.1.3 This Is Imporiant to Thegs are
speciic data and displayed and mantalned In & praviders for guickly mporiant to
13 summary farmat. The functions below are Important assessing the patients who

t — AN )
Line V Y
Niimbers Functions from Evidence

| HL7 EHR TC DSTU (Subset) on Priorities

The Certification Commission
for Healthcare Information Technology Slide 28




Functionality Work Group
Spreadsheet — Right Portion

\

J\

Availability Recommendation
Test
Test Method Specificat
ion Roadmap for) Readmap for) s
2005 | 2008 | 2007 Cerfify in 2005 20086 2007
H T The aystem SHALL create a single patient record for each patient.
H 2. The aystem SHALL asscciate (storedlink) key identifier information with
each pafient record.
H 3. The zystem SHALL store mulliple identifiers for each patient record.
H 4. Using the key identifying information, the systenSHALL identify {look
ug) the unique patient record.
H 3. The gyztem SHALL maintain and make available dynamic dala elements
for each patient record.
H 6. The data in the patient record and the integrity or the record iteslf
SHALL be maintained until specifically deleted based on local policies,
procedures andfor agplicable laws and regulations.
H 1. The aystem SHALL capture and maintain demographic information as
part of the patient record.
H 2. The gystem SHALL provide ability to report demographic information.
M 3. The aystem SHALL keep track of demographic information owver time.
H 4. The aystem SHALL allow a user to modify demographic information I [ —
about the patient. [

N J

Evidence

Y .
Conformance Criteria

on Availability and Test Specifications

\ The Certification Commission
for Healthcare Information Technology

Y
To be developed (Phase II):
2005 Criteria and
2006-07 Roadmap
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Interoperability Work Group
Spreadsheet

- Priarities
. .} o . Source
Line ) % ID | Use Case Component | Description o 8 Discussion / Barriers to Market Availability | S°urcs Standardor | Implementaion | 5 j.p)e
Num. g] i g g g Vocabulary Guide Today?
B w5
o oo
1 Laboratory and Imaging
2 5 | L1 |Receive results Results using H M [(1) Interface optionality; (2) lack of standard result
common and result values vocabulanes; (3) non-standard
vocabulary with handling of micrabiology; (4) Coding standards
inbound {once defined) must be kept current. Process must
interface be efficient and fast to keep up with the addition of
optionality new tests; (5) Need to provide discrete data and
removed laboratory specific reports. This is especially true
for anatomical pathology and esotenc reporting. (6)
Myriad of communication architectures increases
costs to support send and receipt of results. (7)
What is business model to support real-time results
feeds? Who will pay? (8) Potential for innavation
{technological and clinical) to be throttled by
standards bodies.
HLT v2.4 X
HLY w3
LOINC result X
narming
Result values naming SNOMED X
CCDP X
Implementation
Guide - Batch

T — I\ I\ J

e Interoperability Evidence on standards, To be dQCe|oped
Use Cases — vocabularies, (Phase II):

Priority cases highlighted barriers, and availability ~ 2005 criteria and
\ 2006-07 roadmap

The Certification Commission
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Security & Reliability Work Grou
preadsheet

Hem Contro

Security Criteria - References

security | Cansdian CC SFR
Categery Resllabilily Program

5F 900-33

130 HIPAA
13

Commen Crilena - Formatied

Radonak ror inclueion
Exclusion

Priovities [L,MH)

Freviders Vencors

Recommendation

Cariary
In 2006

Mikd Availability

Parysa ofhar -
Furshaers Pallent 200%

3
20 e 1007 Eegmeniy

207

J\_

The TCE saall enforee the most 220, Based upen least
restricive s&t of Aghisfp IB&r BaME W
sowest level of azcess. Tles to
5Er5)  |minmum necesiany
or the parfima speciNed tasks. [requirement uncer Privacy
Ruiz. Furdamertal principies
ihat shoul be rcomporsied
Thi cave's nalebases (ks
covers ngis to sedorm M H H ® i
cenaln fuschors)
usg-nased of comext-based
are Implenentatons - define
coriterla to st fnzes, Add
exampleshal cover epd-
UEES and admirs. (ses 65
for samin examga)
20 Acoess Contred Serutty  pAbers FRT_MEA M-S LEAST PRIVILEGE 154 31202H1)] 2006 | The TCE s1all pravide the ablity for | Conskiered state of the an
an avhorized adminisirshor to dafine u " u ¥ o
rasincions sk e funclion SCoess leve
22 Aco=ss Control Eecurfyy fomar: FOF_ACC AC-3 ACCESE ARD BL 320N 2006 | The TCE musi be able ty assodiate Cossldered siate of the an
FMT_USA ON FLOW pesTrissions with a usar using ane or
miare of 1)ie-based, 2)endty-basad wa
or 3otz o
or 3)cories-based a00e65 CORrOIE. 54 " u ¥ o
L
230 Audt CEE=IE FAL_ARP A5 ALIDIT PROCESSING 1623120 | 2006 |The TCE shall cominue nomal Consldered state of the an
op=ratlan seEn WheEn ssmnty audt
TacdiRy I5 non-runctiona:
H W L ® ®
233 Audt Serurty FALL_SEN AL-2 ALIDITAB_E EVEMTS 15431z | 2006 |The TCE shall be abie o generale an | Cossldered siate of the an
sudiirzcord of the audiiabie events  [\Wesesk comments or the
IIstag In Apzanaix A, incuding PH: types of FHI events that o H L ® ®
events. snouid betracksd
5] ] Eecuty FAL_GEN AL-3 COMTEMT OF ALIDIT 15551200 | 2008 | 1) 7re TOE snalrecord winineach | Consliered siate of te an
. S S S,

T (¢
Line
Numbers

v

Security Criteria with references

and rationale for inclusion/exclusion

\

The Certification Commission
for Healthcare Information Technology

.Y
Priorities

market
availability

J\L J
Y
Preliminary
recommendations

(to be refined
in Phase Il)
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Certification Process Work Group

Overview Document

1
2
3

o

MO 0D =] O WA

15
16

17
18

19
20

1

Certification Commission for Healthcare Information Technology
Certification Process Work Group
Phase I Deliverable for Public Comment

I. Introduction

The Certification Process Work Group (CPWG) 1s pleased to present its Phase I report on its progress towards identifying the essential
elements of a certification process for ambulatory electronic health records. The CPWG 1s actively seeking feedback on this Phase I
deliverable in order to develop a consensus-based model that will serve the needs of the various stakeholders within the process. The
goal of Phase I was to develop an assessment of current and potential testing methodologies and then provide a summary for public
comment.

Phase I included the following deliverables:
* Research and examine a vanety of current certification testing processes that had sumlar objectives to those of the CCHIT.
¢ Develop a summary of possible testing approaches
* Research capabilities of current software testing laboratories
¢+ Construct a framework for an 1dealized certification process for electronic health records.

Phase II will commence once the mitial public comment period has been completed. Phase II deliverables mnclude the following:
* Details regarding the specific testing processes for certifying the individual criteria developed by the other Work Groups
*  Specific cost estimates will be developed once the fundamental decisions regarding the methods, location and sponsoring
orgamzation(s) are reached.

There are two levels to defining a certification process for electronic health records:
¢ The first level 15 outliming the macro level process. This includes everything from the application process to the

Line numbers —
refer to these in the
\comment submission form.

The Certification Commission
for Healthcare Information Technology
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Phase |
Public Comment Period:
Preliminary Results

—
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Phase | Public Comment:
Response Volume and Timing

Daily Total
Responses

40

35

30

Total submissions: ~100

25 Total comments: ~1000

20

15

10

5

o il B e W

\ 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

The Certification Commission Day of Comment Period
| for Healthcare Information Technology Slide 34




Phase | Public Comment:
Responses by Source

Responses by Source

Organization
62%

a

The Certification Commission
for Healthcare Information Technology Slide 35
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Phase | Public Comment:
Responses by Category

Physician Academic
Professional Physician Health Other
Association 7% 4% Association

10% 23%

Consultant
12%
HIT Vendor
29%

Consumer
1%
Health System

0
10% Government

¢ The Certification Commission
' ) for Healthcare Information Technology Slide 36



Phase | Public Comment:
General Responses for Commission
(does not include comments for WGs)

TOTAL: 28

General
Support, 18%

Constructive
suggestions,
28%

Format
Issues, 18% Request for

Inclusion, 18%

Broad
concerns,
18%

- .ﬁ] - Y
A\
| y | .:.
b |

U\ The Certification Commission

@) for Healthcare Information Technology
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Phase 1|
Work Products:
Preview of Changes

—
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Phase Il Work Products
Will Be Available on Website July 11

WWW.CCrIlT.org

( The Certification Commission
for Healthcare Information Technology

Harme

About CCHIT

Fress Heleases

cammissioners

cammission Minutes

Wirk Groups

Fublic Comment on Phase 1

@ [ £o) (@) Eo) (@) | fv] (&)

I Fublic Comment on Phase 2

\
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for Healthcare Information Technology Slide 39



New Common Format

A B | c | D E |[FlGc[H]IT U]l R[L[M[N|O]|P] Q
1 CCHIT
| 2 | Certification Criteria for Ambulatory EHR Products
3 Phase [l DRAFT for Public Comment - 6/14/05
4 @ 2005 The Cerification Commiszion for Healthcare Information Technology
| 5 | Priorities (L,M,H} Availability Recommend
g s - - - =) [=§ =1
Line # | WG Category and Description Specific Criteria Source or References E g =] E o = E é E & E = Discussion / Comments
HHIHHE IR R
B El2ES2e|Z|R|S[R|SR|2SEE
71
g |2
9 |3
10 |4

Criteria from Functionality,
Interoperability, Security &
Reliability Work Groups now
“*harmonized” in acommon format

\
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5 | - |
i Category and _ L ﬁ ﬁ
ine ¥ | WG T Specific Criteria Source or References E ® 5 - _ )
Description |5 b= .E Discussion / Comments
s |2 g s 5| 2 e e | s Certifyin | Roadmap | Roadmap
53 E é FA2|F|IE[E|8 2005 for 2006 | for 2007
1 F Identify & maintain a 1. The system shall creste a single patient DCA 1.1 H
7 patient record: Key record for ea%saﬂem.
s icdentidling informstion is 2. The system Il azsociate (storedink) key DCA1A H
a storeqand linked ta the identifier informatiog with each patient record.
3 patiery record. Both static |3, The system Shallwmuﬂiple identifiers far DC11.1 H
9 and cnamic data elements  [each patient record.
4 i maintained. & look up |4. Using the key idertifyirmyinformation, the DCA1A H
i system shall idertity (look udthe unigue patient
10 record.
] 5. The system shall mairtain and¥gake available DC1.11 H
dynamic data elements for each paNgnit record.
11
b B. The data in the patient record and theNgtegrity |DC 11 1 H
ot the record tzelf shall be maintained u
specifically deleted based on local policies,
procedures andior applicable laws and
12 requlstions. \
7 F Mgnage patient 1. The system shall capture and maintain DN 1.2 The These H
rtact  |demodgraphic informstion as part of the patient =8 :::'
13 record. data data
8 2. The system =hall provide ability ta report DC .2\ I ele S H
14 demographic informstion. men ::e
q 3. The system shall keep track of demographic  |[DC1.1.2 \ I t= neede ]
15 ch &z date of hirth, infarmation over time. are ::::;I
10 ncler, and other 4. The gystem =hall allow & uzer to maodify D142 nec ng H
16 ipformation is stored & demographic information akout the patient. \ I ess dispa
" sintsined for reportin 5. Demographic infarmation shall be stored i |DC11.2 * ary :':les H
urposes and far the the patient medical in separate data fields, such for care,
rovision of care that data extraction tools can subseguerntly be dete trend
17 used to refrieve this data. TN f.i':'
12 F anage summary list 1. The system shall create and maintain 2 DCA1.3 \ This These H
18 Patiert summary lists can Qe |summary list for each patient. [ iar:,;o,
13 created from natient 2. The system zhall be capable of including D43 im tant | M
p CJHIT Functionality Wdrk Group Phase |
El Source Priorities (L,MH) Availabilith, Recommendation
q —_— . . to \ Test Possib
Line # iterion Hame WG Crierion Description éﬁjﬁgm Test Method Specifi | Certif |Roadm [Roadm | 1= mkt | Discussion !
Prers cation | vin | ap for |ap for |zegme Rationale
4 S | | e o [0 e | (Gies | v AU i 2005 | 2006 | 2007 | nt-
1 Idertify & maintain g |Funct  |Key ider\if\;ing information i |DC.1.1.1 H 1. The ¥y=ztem SHALL creste &
5 stient record stored anid linked to the patient single patiert recaord for each
z2 recaord. Both static and H 2. The system SHALL associate
4] dynamic data elements will be (=toredink) key identifier
3 mairtained. A ook up function H 3. The system SHALL store
7 uses this information to multiple idertifiers for each patiert
4 uniguely idertify the patient. H 4. Using the key identifying
5] information, the system SHALL
] H 5. The system SHALL maintain
9 and make available dynamic data




Crosswalk:

Interoperability

- S ANt 1L St LEESLALI IS L DA L AT T ] e I L IALI | L i ] T
=) Prioritie= (L,M,H) Availability Recommend
= g |8
Line # | WG | Category and Description Specific Criteria Source or References E @ = E E E =% =% ) )
£ £ 2| T E 2 E B Discussion f Comments
'S = E'EE z W W = |E 2R a|F =
5 B | E S5 |5|2|2|s|Egl8g|Es
=1 = ool o =1 ] =] (i L = =]
1 1 Laborstory and Imaging Receive results using common vocabulary with  |HLY %2.x available now; HL? V3 in dey,; H ] Discuzs ohstacles and solutions here!
inbgind interface optionality removed LIMC for results naming (etc)
7
2 Sgnd orders tq lab systems: Complete order  |HLY %2.x available pow; HLY %3 in dey, H H
mpst be defined §mimimum datazet). There is no LI far resutts ing (etc)
od defintion ff & minimum data set for an order
ezzage. Laborgary costs are higher if electronic
g relers are incomlete
3 | ceive PACS ifhages, photos and EKG
4 mages
= Priorities
Line .. & . . . . . Implementaion Source
1D Use Case mponent Desgription i & Discussi / Barriers to Nlarket Awvailability _ Available
Num. 2 |2£ s Today?
F=4 = B2
3 £ |a&
4 1 I aboratory and Imaqila 4 \
2z Fh L.1 (Receive results FHesults using H It nterface optionality; (2) lacl of standard result /
COMmman nd result wvalues vocabularies; ) non-standard
vocabulary with handling of microbiology; (4) Cofing standards
inbound (once defined) must be kept currgnt. Proces
interface / be efficient and fast to keep up wih the ad
optionality newy tests; (5) Meed to provide disRrete data and
rermoved laboratory specific reports. This ifgespecially true
= for anatomical pathology and esotfic reporting
B) Myriad of communication architdetures
increases costs to support send and receipt of
results. (71 ¥What is business model support real
time results feeds?® Who will pay? Fotential for
innovation (technological and clinical) Yo be
throttled by standards bodies.
5
& |3 \ HL7 w2 4 P
- |4 /—-m‘
5 LOIMG result \ ><
=] naming
g |6 Result values ing SHOMED \ ¥
K cchP ®
Implementation
10 Guide - Batch
] Timeline of DF waorkgroup is the throttle: they CCDP /
have done theYgtch model to this point but not the Implementation,
real-time rmodel. Guid&ﬁ/
11 tirne
9 o — s Heal-time ®
implementation
| 12 quide
10 L.2 (Send orders to lab H H [{1) Complete order must be defined (mimimum
systems dataset). There is no good definition far a minimum
= data set for an order message. Laboratory costs
are higher if electronic orders are incomplete.
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Crosswalk: Security and Reliability

Priorities (L,M,H) Availability Recommend
f g . P = E =% =9
Line # | WG Category and Description Specific Criteria Source or References é E =] 3|, - E é E § E § Discussion / Comments
H =] Eezt'_ ) = = |E 2R NT N
E| g (2558 5|S|s|s|ES|B585
- = (ool = & ] [ & L0 N S e
1 SR Security: Access Control The system shall enforce the most restrictive set of 15017799 911 20, HPAA H M H H b4 * Tied to #20. Based upon least privilege.
rightsiarivileges or accesses needed by users (or  164.312(3)01) User starts with lowest level of
f processes acting on behalf of users) for the acceszs. Ties to minimum necessary
performance of specified tasks. requirement under Privacy Fule.
Fundamental principles that should be
incorporated. This covers role-based
(thiz covers rights to perform certain
functionsgas well as user-based or
cortext-HAsed are implementations -
define gFiteria to test these, Add
examgfles that cover end-uzers and
s . (see ¥66 for admin example)
Z The system shall provide the shility for an Canadian, Alberta;, CC SFR: ] H H H b4 B4 Cghsidered state of the art
authorized sdministrator to define restrictions &t the FMT_MSA; SPE00-53 AC-5 LEAST
function access level PRIMILEGE, HIPAL: 164 .312(2)(1)
3 The system must be able to associate perghssioks
with & user using one or more of 1)role-fased, 2
entity-based ar 3) cortext-based accefs contrals
4 SE Secity: Audit The system shall continue normal gfieration even
when security audt facility iz nogffunctionsl.
]
= '+ = n Iy Reaco = - *
0 0 anadia H P 800 0 P A ! 1 0 0 3 Rationa 0 0 = 0
a 1 a Progra 09 D a [} 0 0 0 id do = P 00 -
010 111 Ll 11| 111
18 Access Security TED allzb | 1e432(a)1)|] 2005 |The TCE sNall enforce the Tied to #20. Bazed upon least
Contral most restrictive set of privilege. User starts with
/ \ rightsiprivileges or accesses |lowest level of access. Ties
needed by users (ar to minimum necessary
processes acting on kehalt  |requirement under Privacy
of users) for the Rule. Fundamental principles
performance of specified that should be incorporated.
tasks. This covers role-haged (this
i M H 13
covers rights to perform
certain functions), as well as
user-based or context-hasge
are implamentations - defin
\ / criteria to test these, Add
——— examples that cover end-
uzers and adming, (see #EE
for admin example)
20 Biocess Security Alberta FIAT_MSA AC-ELEAST 164,312 a)1) 2005 |The TOE zhall provide the Conzidered state of the art
Contral FRIYILEGE ahility for an authorized o i =
administratar to define
restrictions at the function
22 Access Security | Ontaric FOF_ACC AC-3 1B432[a)11] 200% |[The TOE must be able to Conzidered state of the art
Control FIAT_MZA ACCESS azzociste permizzions with a
AND 1I=RF L=inn nne nr mnee nf




First Draft of “Use Cases”
| e Use cases: realistic clinical scenarios
for test purposes
e Use cases should demonstrate

product fulfillment of functionality,
Interoperability, and security criteria

e Common use cases will help unify
and coordinate efforts in the new
HHS health IT strategy

\
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New HHS Health IT Initiatives
Announced June 6-7, 2005

| - American Health Information Community
e Chaired by HHS Secretary Mike Leavitt
» Five specific tasks requiring recommendations

e Four RFP’s released June 7
e Standards harmonization process
 Compliance certification and inspection process™
e Prototypes for a National Health Information Network

e Privacy and security solutions for interoperable health
Information exchange

~ *CCHIT is responding to this RFP
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Collaborative Relationships

N
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Thank Youl!
Q and A

For more information,
please visit the website:

WWW.CCrIIT.org
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