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Who I am...

mClinician — trained as a physician

mEntrepreneur — NIH SBIR funded
EMR startup...now GE Centricity

mVendor — Ran GE’s Clinical IT
business for 3 years

mFather of three and eldest son of
aging parents
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4 Recommendations

® Emphasize Needs of the SNO or LHIN In the
Functional Requirements

®m Develop Requirements for a Secure-RLS in the
Core

m Distinguish NHIN Requirements Essential for HIE
for Care Delivery from Bio-surveillance, PHR, and
Research

® Functional Requirements Should Include
Validation Criteria for RLS Effectiveness
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Recommendation 1 : Emphasize Needs

of the LHIN/SNO

® NHIN is a “NETWORK of networks”

® Cliché — healthcare is local
@& Effective regional health information exchange is
the real achievement : the network is the key | RHIO Development
It is the building block for the N Hegiqﬂa}ih&allh information
Necessary if not sufficient condition T e
Only proven business model is local
@ Current functional requirements and much of the

dialogue disproportionately emphasize items " .
related to the N. The SNO has been relegated \Iw"

Startup

as an “edge” system Production 30%
B Recommendations : Balance needs of the SNOs
Wlth needs Of the NHIN Source. Healthcare IT Transition Group
@ Develop functional requirements specific to SNO
in the CORE

& HITSP and CCHIT should accelerate focus on
interoperability for EHR

@ Sponsor work to identify intermediate stops along
the way to the NHIN final destination
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Washington are being notified about the theft of computer backup data disks and tapes late last month that
included persaonal infarmation and confidential medical recards.

In an announcement yesterday, Providence Home Services, a division of Seattle-based Providence Health
Systems, said the records and other data were on several disks and tapes stalen from the car of & Providence
ernployee at his home. The incidentwas reported by the employee on Dec. 31, according to
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Recommendation 2 : Core Functional
Requirements Should Address Need for
a Blinded, Secure RLS

@ Why
#  Data aggregation increases value to attackers — one stop ... all citizens

& Large number of entities with legitimate need to access the RLS... increases
vulnerability

& “discoverability” of information by government agencies
&  Threat from within
#  Minimal disclosure rule implication
R How
# Bi-gramming and other techniqgues CAN achieve approximate matching AND
one way hashing

& We have deployed this successfully deployed a blindfolded RLS — It can be
done

& Recommendation

#  Functional Requirements Should Emphasize blinded, secure RLS
&  Sponsor effectiveness studies in upcoming contracts/grants for a secure RLS
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Blinded Record Locator Service — Secure RLS

SR 1. A record is retrieved from the site’s database

Record XYZ ?’*
FN John

LN Doe 2. The fields are parsed and cleansed
SSN 987-65-4321

Addrss 123 Hill Rd Apt A

Record XYZ
FN john . } ) }
LN doe 3. Similar/partial strings are generated
SSN 987654321
StNum 123
StNme  hill Record XYZ
e FN {hn,jo,oh} 1.0
{hn,jo} 0.7
{hn,oh} 0.7
{jo,oh} 0.7
LN {do,o0e} 1.0
{do} 0.5 . . _
t0e) Py 4. The plaintext is one-way
SSN 987654321 1.0 hashed
897654321 0.9
978654321 0.9
Record XYZ
Sthum %23 FN WW9910ZQ7z70NWBeZqe5bQFZ4HI= 1.0
132 L7I1830GU3hrgrh/0zZkrSGd9Pj4= 0.7
StNme  {hi,il, I} fBTFk95ssCl/nCZB/hFAwW9aH8T8= 0.7
0SN3mDVn+NcxruKZ9P50Ic6Y4zU= 0.7
Unit a
LN 8geP4Cwn608JWfIPGWCgzOKdoVY= 1.0

joxpl5VAE/AHV80ED9sUxmskyhg= 0.5
2AxqY5/gsMAGLEKRQrJ9eUFYGG4= 0.5
SSN v+VMgm1IPMOIfc6dG465FAjx6no= 1.0
JAFH7LBLX9zxrySaSYybjjGs+IM= 0.9
CcNYB75Ht6HSEO/EBO5G/z3dDSo= 0.9

StNum  QLOAFWMIX8NRZTKeofdcXsvbvus= 1.0
GRh9yY30UvpMTo4Fs0Gpt3pR/SY= 0.7

L |
c G r e e‘vo I U‘I‘ l o n kd/eHW4AXKIVZKWXdiINPHOyAteQ= 0.7
¥ StNme  np//iPYBJdU3DwWIuDoCtm/idXo= 1.0
. o | P2 LA RE TECHMNMILOLEY

..r'f:-. b Unit hvfkN/qglp/zhXR3cuerq6jd2Z7g= 1.0

)




Recommendation 3 . Separate Care
Delivery Use Case from Biosurveillance
and PHR In the functional requirements

®m Background

& 95% of the requirements likely the same but the prioritization
and implementation implications different depending on the
use case

& Objectives of health care cost savings and quality
Improvement primarily driven by care delivery

& Patient compliance and tolerance for privacy risk tied almost
exclusively to care delivery use case

& Legal and other issues are often orthogonal across the three
use cases
B Recommendation
& Group functional requirements and prioritize for Care Delivery

& Establish a clear “Prime Directive” — where choices arise,
select one that best serves care deliver needs
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Recommendation 4 : Functional
Requirements Should Include
Validation Criteria for RLS Effectiveness

®m Background
& Effective Record Linking Essential link in the chain
& Current work does not formally study effectiveness (sensitivity
and specificity)
B Recommendation

& Functional requirements should go beyond listing a desired
Specificity (1 in 100,000 false positive). Include a minimum
sensitivity while preserving specificity

& Sponsor and publish an annotated “gold” standard data set
that can be used to evaluate RLS effectiveness

& Initiate a CCHIT or HITSP managed certification or testing
process for RLS effectiveness
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