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l. I ntroduction

A. My background

1.

2.

| am a participant in the Policy Subcommittee of Connecting for Health.

| am a contractor to the Markle Foundation and to the Policy Subcommittee
with particular focus on drafting model agreements that would provide
uniform structure to the practices of all participants in a health information
exchange.

Today | am representing Dr. Carol Diamond, Managing Director of the
Markle Foundation and Chair of Connecting for Health Collaborative.

| am apartner in the law firm of Davis Wright Tremaine LLP, based in San
Francisco, serve co-chair of the firm’s Health Information Technology
Practice Group and am a member of the Certification Process Work Group of
the Certification Commission for Health Information Technology.

B. About Connecting for Health

1. CFH isacollaborative of over 100 organizations from all health care sectors,

active since 2002 (see Appendix A — CFH Steering Group Members).

CFH’sinitia focus was on advocating for interoperability in HIT adoption,
broadly theoretical and strategic

CFH has devel oped an approach for the National Health Information Network
that envisions a decentralized and federated “network of networks”. Sub-
network organizations (SNOs) across the nation are capable of exchanging
information when necessary with each other by conforming to a “Common
Framework” of nationally established technology and policy standards that
enable interoperability.

The only novel piece of infrastructure proposed to support a decentralized and
federated architecture is the Record Locator Service, or index. Each SNO
utilizing a Record Locator Service (RLS) maintainsin index with pointers to
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patient-specific healthcare information maintained by or for providers of care.
The RLS knows only the location of those records and not their content.
More detailed information about this approach can be found in the
Collaborative Response to the ONCHIT RFI, located at
‘hitp://www.connectingforhealth.org/resources/collaborative _response/toc.php
and in the CFH report: Linking Health Care Information: Proposed Methods

for Improving Care and Protecting Privacy

5. CFH isworking closely with existing information networks to apply its model
in a Prototype- the Record Locator Service coupled with a Common
Framework of standards and policies— in three distinct communities: Indiana,
Massachusetts, and Mendocino County, California. In each case, the existing
local network will map its current technology to the proposed national
approach and interoperability will be demonstrated within and between the
three communities. Three use cases are being tested during the prototype
phase: (1) locate a patient’s records, (2) locate and retrieve the patient’s
complete medication list, and (3) locate and retrieve the patient’s lab results.
These demonstrations will be completed by the end of this year.

6. Thegoal of the Prototype is to show that a group of institutions, with no other
formal affiliation, can securely use the Internet to connect to one another, and
to find and exchange records as needed for patient care, and:

a. that they can do so without requiring a unifying patient identifier or a
central store of clinical data;

b. that the system can allow participation even by relatively technically
unsophisticated institutions and clinical practices,

c. and that the accuracy, responsiveness, security, scalability, of this
prototype system will merit broader deployment.

7. CFH operates both a technical and a policy subcommittee to define the
specifications and the policies for the Protoype and the Common Framework.
The Subcommittees are charged with creating the practical tools necessary for
implementation of the RLS and Common Framework within the prototype
projects. National experts and representatives of experienced implementation
sites, commercia vendors and public sector representatives are working
within these subcommittees to identify the needed technical standards and to
develop a consensus about the proper policies that must be in place to achieve
an interoperable health information environment. (Policy Subcommittee roster
issupplied in Appendix B.)

8. Through my testimony today, | intend to share with the Committee a more
detailed explanation of one aspect of the work currently underway within
CFH. 1 will focus now on the current work of the Policy Subcommittee
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aimed at providing practical tools to assure privacy and security of
information exchange

. Connecting for Health’s approach to privacy and security in the collection,
storage and exchange of health information

A. Purpose of CFH: “Catalyze changes on a national basis to create an
interconnected, electronic health information infrastructure to support better
health and healthcare”

B. Recognize that maintaining privacy of personal health information isthe
foundation of entire system. Privacy is not merely aworthy goal, but an
indispensable attribute of the system. Without public — and professional - trust in
privacy and security of network, regional and national exchanges won’t work.
People will not participate or will refuse to alow various uses, and regulatory and
legislative controls would become necessary.

C. Webelieve that fundamental design principles of national information exchanges
must reflect importance of protecting patient privacy at the outset and in their
basic design. Privacy is not an afterthought, to be addressed through legislation,
rules, or sanctions, or to be waived away by requiring blanket consents, but must
be built into architecture, technical decisions, and policy agreements throughout
the system. Indeed the work of CFH to define the technical architecture over the
last two years was bounded by certain basic principles, including the need to
protect the privacy of health information. We cannot simply trade away patient
privacy to get increased technical efficiency, for example, or saddle providers
with mandates as away of deploying new tools or technologies.

D. Inthe solution we propose, sharing is peer to peer among participating
ingtitutions, and both the decision to participate in the system and the decision to
share records are made locally, where the records are created.

E. What is meant by the “Common Framework”: To achieve national
interoperability, CFH believesthat all participantsin the network must agree to
use a set of technical standards, information use policies, and methods for
identifying patients. We have ateam working on the “stack” of necessary
technical standards, a Policy Subcommittee devel oping recommended uniform
national policies and procedures, and significant technical work to define an
approach to accurately linking each patient’s information across the nation
without relying upon a unique patient identifier.

1. CFH iseffectively developing a “first draft” of the Common Framework and
is actually implementing these standards, policies, and methods in three U.S.
communitiesin order to test and refine the ideas that come out of this
laboratory.

2. Working on an expedited basis; everything done by November 30, 2005
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