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Purpose

• Meet the statutory requirement to report to Congress regularly on 
the implementation status of the HIPAA administrative simplification 
provisions.

• Outline ways in which HIPAA needs modernizing to enable the now 
much-evolved digital health system to more fully support needed 
improvements and innovation in health care and health while 
reducing costs and administrative burden.
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Messages
• HIPAA was a visionary Law that put the country on a path toward 

standardizing electronic health care transactions and protecting 
patients’ health care information.

• It has achieved considerable success. However, the regulatory 
processes it put in place have not kept up with changes in technology 
and health care.

• Our central message in this report is that revisions to the current 
HIPAA Rules would facilitate the agility industry needs to keep pace 
with the opportunities and challenges of today’s ever-changing health 
care landscape. 



The growing gap between volume of 
health care data & volume standardized



Adoption & Implementation of Named HIPAA 
Administrative Transactions



Opportunity for “complete” administrative simplification

• Midpoint Opportunity = 47B + 265B = 312B/year
• % Opportunity achieved to date < 25%  

Daniel P. O’Neill, David Scheinker
May 31, 2018. DOI: 10.1377/hblog20180530.245587



Part 1: Resetting the trajectory.
New strategies for new opportunities

• We draw on our assessment of the status of 
HIPAA implementation to identify actions that 
government’s legislative and executive branches 
along with private sector and community-level 
entities might take, separately or preferably 
jointly, to introduce into HIPAA the flexibility and 
pace that today’s rapidly-evolving environment 
demands. 

• Our suggestions are predicated on distinct roles 
for Congress, the Executive branch, and multiple 
private sector actors that we believe will 
facilitate efficiency and coordination.

• Concerted action across them all will produce 
compounding effects.



Actions needed to effect change

• Standards for transactions, operating rules & associated 
terminologies & vocabularies

Modernize HIPAA, clarify roles and responsibilities, increase timeliness, give 
industry greater flexibility, and strengthen regulatory enforcement where 
needed.

• Privacy, Confidentiality, and Security
Strengthen enforcement and protections, extend the rights of data subjects, 
increase education and guidance, support research, and catalyze communities 
of practice.



Part 2: Status Report on Administrative 
Simplification Implementation

• The Administrative Simplification provisions of HIPAA were intended 
to help the health care industry control administrative costs, speed up 
processing, and protect the privacy and security of health 
information.  

• These provisions included:
 Standards to move the health care industry from manual and paper-based 

administrative transactions to electronic exchange
 Required the Secretary of HHS to create standards to protect individual health 

information.  
• These provisions apply to HIPAA-covered entities – health care 

providers, health plans, health care clearinghouses, and business 
associates of covered entities.



Major Themes and Takeaways on Transaction 
Standards and Operating Rules, 2017-18 

• Current standards promulgation impedes the full utilization of technology. 
• The timing for the availability of new versions of transaction standards or 

operating rules for administrative transactions is unpredictable. 
• Covered entities cannot use new technology or standards voluntarily and at 

their own pace, due to constraints in existing HIPAA statutes and regulations.
• HHS enforcement of the standards and code sets provisions of the HIPAA 

statute and regulations is ineffective in its impact on industry compliance. 
• The lack of HHS-sponsored or -supported education and technical guidance 

on the appropriate use of the adopted transactions and operating rules 
hinders industry’s successful adoption and implementation of standards.    



Major Themes and Takeaways on Health 
Terminologies and Vocabularies, 2017-18

• The U.S. named standards for terminologies and vocabularies are in place, 
but coordination across standards is lacking and under-resourced, presenting 
a barrier to interoperability. 

• The HHS regulatory process is applied unevenly for named health 
terminology and vocabulary standards, causing costly delays and complexity 
in adopting revised versions of some standards. 

• Greater coordination across terminology and vocabulary standards is needed 
to ensure that redundant terminology and vocabulary concepts are 
purposeful and useful and that gaps are addressed.  

• A deliberate pathway toward convergence of clinical and administrative data 
domains is key to realizing health transformation goals and administrative 
simplification. 



Major Themes and Takeaways on Privacy, 
Confidentiality, and Security, 2017-18

• Today, there are two health information worlds. One is regulated by 
HIPAA; the other is largely unregulated (that is, “beyond HIPAA”). 

• De-identified health data carry real risk of re-identification, a risk that 
grows into the future as datasets are combined and data tools 
become more sophisticated.

• Protection of privacy and security requires management, compliance, 
and enforcement across the lifecycle of the information.

• Data protections grounded in Fair Information Practice Principles 
remain the essential building blocks for data policy. 



Part 3. Data Essential for Management of 
Population and Community Health 

Actions Needed to Effect Change:
With the relationship between individual and community/population health 
now well-established in public policy and health care, a number of actions 
are needed to safeguard the continued availability of population and 
community health data.  
Major Themes and Takeaways on Data on Population and Community 
Health, 2017-18

• The NCVHS Measurement Framework for Community Health and Well-being offers a 
practical approach to organizing the data essential to understand the health of 
populations at national, state, and community levels. 

• Access to small area data is critical for managing health care costs and supporting 
community-focused population health management.

• A sustainable system for vital registration and statistics data is essential to tracking 
the health of the nation. Data from this system also are critical to establishment of 
individual identity and the protection of national security, as well as being 
fundamental building blocks for health surveillance data, such as for tracking opioid 
and influenza epidemics. Despite its importance, this federated system is fragile.  



Part 4: Conclusion and Next Steps
For our part, as NCVHS carries out its role as a Federal Advisory 
Committee on national health information and data policy, NCVHS 
will further explore aspects of this transformation that are within 
the purview of our Charter:

• Predictability Roadmap
• Health Terminology and Vocabulary Standards/Systems
• A Health Privacy and Security Framework for the 21st Century
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