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   Outbreaks and public health emergencies
come in all sizes 



 

 
 

 
 

  
    

        

     

Guiding rules and principles for public health agencies 

• Protection of patient privacy and security 
• State rules and laws 

• Authority
• Requirements
• Disallowed activities 

• HIPAA 
• Covered vs hybrid
• Business associates, contracted agencies
• Safe Harbor standards 

• Professional and personal ethics1 
• Determination of the public health goals of the proposed action
• Identification of ethically relevant facts and uncertainties
• Analysis of the meaning and implications of the action for the health and rights of affected individuals
and communities 

• Analysis of how the proposed action fits with core public health values 
1. https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx 

https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx


Information exchange models 

2. https://www.gao.gov/assets/670/661846.pdf 

https://www.gao.gov/assets/670/661846.pdf


Reality 
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Common requestors 

• Law enforcement 
• Housing authorities 
• Media 
• Insurance companies 
• Hospitals 
• Information exchanges 
• Hospital associations 
• Healthcare coalitions 

• Schools/ day cares/ school boards 
• Research organizations 
• Private/commercial companies 
• State Medicaid/Medicare agencies 
• Internal public health offices 
• Local health departments 
• Trash and waste removal 
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Final Thoughts 
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