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I Am The Cavalry is a grassroots 

organization focused on the 

intersection of digital security, 

public safety, and human life.

Safer. Sooner. Together.

https://www.iamthecavalry.org/motivations


Context & 

Inflection Points



Through our over dependence on 

undependable IT, we have created the 

conditions such that the actions any 

single outlier can have a profound 

and asymmetric impact on human life, 

economic, and national security.
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Hippocratic Oath for Connected

Medical Devices 
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I will revere and protect human life and 

act always for the benefit of my patients. 

I recognize that all systems fail; inherent 

defects and adverse conditions are 

inevitable. Capabilities meant to improve 

or save life, may also harm or end life. 

Where failure impacts patient safety, 

care delivery must be resilient against 

both indiscriminate accidents and 

intentional adversaries. Each of the roles 

in a diverse care delivery ecosystem 

shares a common responsibility: As one 

who seeks to preserve and improve life, I 

must first do no harm.

1. Cyber Safety by Design: I respect domain expertise from those that came 
before. I will inform design with security lifecycle, adversarial resilience, and secure 
supply chain practices.

2. Third-Party Collaboration: I acknowledge that vulnerabilities will persist, 
despite best efforts. I will invite disclosure of potential safety or security issues, 
reported in good faith.

3. Evidence Capture: I foresee unexpected outcomes. I will facilitate evidence 
capture, preservation, and analysis to learn from safety investigations.

4. Resilience and Containment: I recognize failures in components and in the 
environment are inevitable. I will safeguard critical elements of care delivery in 
adverse conditions, and maintain a safe state with clear indicators when failure is 
unavoidable.

5. Cyber Safety Updates: I understand that cyber safety will always change. I will 
support prompt, agile, and secure updates.

To that end, I swear to fulfill, to the best of my ability, these principles. 
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HEALTHCARE 
CYBERSECURITY IS IN 
CRITICAL CONDIION

Severe Lack of Security Talent

Legacy Equipment

Premature/Over-Connectivity

Vulnerabilities Impact Patient Care

Known Vulnerabilities Epidemic

The majority of health delivery orgs lack full-time, 
qualified security personnel

Equipment is running an old, unsupported, and 
vulnerable operating systems.

'Meaningful Use' requirements drove hyper-
connectivity without secure design & implementation.

One security compromise shut down patient care at 
Hollywood Presbyterian and UK Hospitals

One legacy, medical technology had 
over 1,400 vulnerabilities



If you can’t afford to protect it
then 

you can’t afford to connect it



With great connectivity
comes great responsibility
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A cyber healthcare crisis is unfolding in Phoenix, 
with severe implications on patient care, industry, 
government, and citizens’ trust extending far 
beyond any single hospital’s borders. How do 
government entities, the private sector, and 
others respond to this escalating situation? 
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Context & Inflection Points
- Dependence

- Rivers on Fire

Warnings & Warning Signs
- Primitives

- Seams and Cracks

The Pandemic & Breaking Points
- Additionals stressors

- Revelations

The Road(s) Ahead...
- Hard Choices
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Figure 6 - Hospital System Services and Departments Disrupted by Cyber Attack

Emergency Services Outpatient Services

Radiology

Electronic 
Health RecordsLaboratory

Patient Portal

• Loss of communication
with other hospitals
• Diversion of
ambulances

• Delay or cancellation of
elective surgeries

• Inability to requisition
scans or imaging

• Inaccessible patient
record systems
• Staff required to manually
record patient progress and
treatment

• Closure of COVID-19
testing sites
• Delay of processing and
communicating test results

• Inability to view
records, test results,
or upcoming
appointments
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Figure 7 - Conceptual IT System Functionality Status After a Ransomware Event

Approximate Days After Event
1. Immediately after the event, the entire IT network is down, no access to online systems.
2. Available offline backups of the system are accessible, restoring access to some.
3. Experts begin returning network functionality to systems after clearing hardware.
4. Majority of hardware has restored access. However, some tools remain offline for cleaning/repair.
5. All hardware has access restored. Some tools may remain out of service or require more cleaning.
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Figure 8 - Conceptual Model of Impact of Cyber Attack on Patient Outcomes

Cyber attacks lead to 1) IT network failure and disrupt the ability of healthcare systems to access electronic health records 
(EHRs) and may close hospitals with IT network-based services - such as cardiac technology - and increase hospital strain 
(i.e., reduced capacity to take in new patients diverting critical care patients to further hospitals). 2) Ambulance diversion, 

which is an important system-level interruption that causes delays in treatment and effecting time tolerance, lowering quality 
of care. In the long term, hospitals that experience cyber events are more likely to experience 3) hospital strain (measured by 

ICU bed utilization), worsening health outcome and contribute to 4) increased mortality.
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I will revere and protect human life and 

act always for the benefit of my patients. 

I recognize that all systems fail; inherent 

defects and adverse conditions are 

inevitable. Capabilities meant to improve 

or save life, may also harm or end life. 

Where failure impacts patient safety, 

care delivery must be resilient against 

both indiscriminate accidents and 

intentional adversaries. Each of the roles 

in a diverse care delivery ecosystem 

shares a common responsibility: As one 

who seeks to preserve and improve life, I 

must first do no harm.

1. Cyber Safety by Design: I respect domain expertise from those that came 
before. I will inform design with security lifecycle, adversarial resilience, and secure 
supply chain practices.

2. Third-Party Collaboration: I acknowledge that vulnerabilities will persist, 
despite best efforts. I will invite disclosure of potential safety or security issues, 
reported in good faith.

3. Evidence Capture: I foresee unexpected outcomes. I will facilitate evidence 
capture, preservation, and analysis to learn from safety investigations.

4. Resilience and Containment: I recognize failures in components and in the 
environment are inevitable. I will safeguard critical elements of care delivery in 
adverse conditions, and maintain a safe state with clear indicators when failure is 
unavoidable.

5. Cyber Safety Updates: I understand that cyber safety will always change. I will 
support prompt, agile, and secure updates.

To that end, I swear to fulfill, to the best of my ability, these principles. 
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“Best Practices”... 
...aren’t
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“Good Enough”... 
...isn’t
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Through our over dependence on 

undependable IT, we have created the 

conditions such that the actions any 

single outlier can have a profound 

and asymmetric impact on human life, 

economic, and national security.
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I Am The Cavalry is a grassroots organization focused on the intersection 

of digital security, public safety, and human life.

Safer. Sooner. Together.
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THANK YOU!
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