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Administrative Simplification Enforcement Basics —

* NSG’s Authority - What does NSG Enforce?

 How is it Enforced and What Entities can be Subject to a Compliance
Review or Complaint Investigation?

NSG Complaint Enforcement —

» Intake — If True Would the Allegations Represent Noncompliance?
» The Investigation — What can a Complainant Expect?

« Complaint Closure Rationale

Trending Topics
» Impact of Guidance Letters 2022-03 and 04 on Enforcement
 HIPAA Mandate to Conduct Transactions “as a Standard Transaction”

Resources/Questions




HIPAA Enforcement Clarification

HIPAA Non-security/Privacy
Enforcement By NSG

»

»

Potential violations of rules for:

Electronic transactions
Operating rules

Code sets

Unique identifiers

File a complaint through:

Administrative Simplification
Enforcement and Testing Tool

(ASETT)

HIPAA Security/Privacy Enforcement
By The Office For Civil Rights
» Potential violations of:

— Health information privacy rights

— Privacy, Security, or Breach
Notifications Rules

» File a complaint through:
— OCR Complaint Portal

— Health Information Privacy
Complaint Package



https://asett.cms.gov/ASETT_HomePage
https://asett.cms.gov/ASETT_HomePage
https://asett.cms.gov/ASETT_HomePage
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf
https://www.hhs.gov/sites/default/files/on%20line%20version%20as%20of%204-2-19%20hip-complaint-form-10-31-19.pdf?language=es
https://www.hhs.gov/sites/default/files/on%20line%20version%20as%20of%204-2-19%20hip-complaint-form-10-31-19.pdf?language=es

How is it Enforced?

NSG enforces Administrative Simplification standards by:
» Responding to complaints about noncompliance

» Conducting proactive compliance reviews

Goals

» Reduce the burden on compliant entities who conduct
transactions with trading partners that aren’t compliant

» Streamline billing and insurance-related functions,
allowing providers and health plans to spend less time
on these tasks




Who’s Covered?

HIPAA-covered entities must comply with Administrative Simplification:
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CMS Process for HIPAA Administrative Simplification Complaints

CMS, on behalf of HHS, enforces HIPAA Administrative Simplification requirements. CMS enforcement activities include processing complaints
about alleged violations. Anyone can file a complaint against a HIPAA-covered entity. Here's what happens when a complaint is filed:

INTAKE CMS CONTACT FAE RESPONSE CAP RESOLUTION CLOSURE
PHASE PHASE PHASE PHASE PHASE PHASE

A EE2ENEN NN EN D

CMS approves CAP FAE demonstrates CMS closes complaint
: compliance to CMS H and mails notices to
J, : : FAE and complainant
: CMS contacts i l :
COMPLAINANT : complainant and FAE : FAE shows compliance
submits complaint : (skip to phase 5)

OR Submits CAP
FAE executes CAP

l CMS verifies compliance ‘ ﬁ

l | FAEreceives COMPLAINANT
: : : : : notice from CMS  receives notice
: : : CMS monitors CAP : : from CMS

CMS documents and : : H J)
reviews complaint and posts : ! CMS reviews response : : :
deidentified complaint in : FAEisnotified COMPLAINANT : : : :
Enforcement Report + ofcomplaint  receives update
: from CMS H
COMPLAINANT
confirms compliance :
COMPLAINANT receives : : CMS updates public
update from CMS : ; Enforcement Report

FAE: Filed Against Entity
CAP: Corrective Action Plan



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplaintProcessIG20190702.pdf
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CMS Process for HIPAA Administrative Simplification Compliance

CMS, on behalf of HHS, enforces HIPAA Administrative Simplification requirements. CMS enforcement activities include proactive enforcement
through Compliance Reviews.

Here's what happens when a HIPAA-covered entity is randomly selected for a review:

SELECTION AND CONTACT SUBMISSION REVIEW CORRECTIVE VALIDATION
PHASE PHASE PHASE PHASE PHASE

@ CMS provides findings to

entity:

CMS provides instructions CMS reviews CMS confirms comective
cMms : and resources for submission : documentation artifacts : : action is complete
contacts randomly selected entity : of required artifacts : within 30 days of receipt : H

l l CMS determines CMS determines

corrective action corrective action
is not necessary ———C  CMS notifies entity and
closes review

is necessary (proceed to
0 0 l phase 5)

Entity identifies points Entity submits transaction files ;
of contact responsible for and other requested artifacts
the Compliance Review : within 30 days of receiving : :
: instructions Entity executes
H : corrective action
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Educational Materials

Enforcement and Compliance
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Enforcement and Compliance Overview .

| Enbercement
File a Complant Compliance Review Program
Fhes 5 Tk s Tibraeaciin o) Tho CARS National S1andards Group, on behalf of HHS, admiresters tha
2 ) < Compliance Revew Proaram 10 ensure compliance among covensd
entties with HIPAA Admerestratree Samplicaton noles for alectrons

Cormplunie Rinrw Poiran E:

FIPAA Enforcenent Suaticy

health care fransactions,

Panaltus it Cptimization Pilot ram Information Bulletin (FOF

I Al 207, HHS randomiy selectad 9 HIFAA-covered entities —  mix
of health plans and cheanrghouses = for complisnde reniwt. HHS
pelted the program with bealth plan and clearinghouss veluntéers 16
stroaentine the compliance raview process and identify any system
enhancements. In 2019 provadiers were able 1o participate in a separate
pilot.

Enfrcement and Complance
Fals

CMS Complionee Review Program (Videa)

Wanch the CIMS video about the Camplance Rieview Program I lasm
about why compliance rivieras ane mmportand for the haalth care
industry and how they are conduciad.

Mare infarmation on the Compliance Review Progran
« Complisnce Aeiew infakraphic FOF)
+ Complance Revew Program Information Bulletin (PDF)

» Optimization Pilot Information Bulletn (FOF)
= ‘What 1o Expect Q&2 (POF)
« Prep Stgot (POF)



https://www.cms.gov/regulations-and-guidance/administrative-simplification/enforcements

Q&A

» You can also email questions, comments, and feedback to:
AdministrativeSimplification@cms.gov.

» All resources mentioned during this webinar are available on the Admin
Simp website: go.cms.gov/AdminSimp.



mailto:AdministrativeSimplification@cms.gov
https://www.cms.gov/regulations-guidance/administrative-simplification
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